











GREATER CLEVELAND REGIONAL TRANSIT AUTHORITY

INTERNAL AUDIT DEPARTMENT QUARTERLY REPORT

APRIL 1, 2020 THROUGH JUNE 30, 2020

2020 INTERNAL AUDIT PLAN

Project Name

Consulting Projects

Cost of Collecting Fares
Data Analytics Consulting
Third Party Risk Assessment

Continuous Auditing

Accounts Payable

Accounts Receivable

Nepotism

Payroll Expense

Paratransit Eligibility/Certification
Revenue Collection

Contract Audits
CNG Bus Purchase
CNG Fueling Plant Construction

Common Area Maintenance — Tower City
Fiber Optic Line Replacement

Health Care Benefits

Red Line Heavy Rail Vehicle Replacement
Scrap Metal

Shop Uniforms

Supplemental Paratransit Service

Tower City Track Replacement

External Audits

Financial Audit Support
Safety System Program Plan
System Security Plan

Quarter

TBD

All
All
All
All
All
All

2,34
2,34

3,4
3,4
TBD

(Hours)

200
160
200

200
200
100
300
100
100

120
200

300
300

400
200
300
340

320
320
160



GREATER CLEVELAND REGIONAL TRANSIT AUTHORITY

INTERNAL AUDIT DEPARTMENT QUARTERLY REPORT

APRIL 1, 2020 THROUGH JUNE 30, 2020

2020 INTERNAL AUDIT PLAN

Project Name

Information Technology Audits

Business Continuity Management

Change and Patch Management

Employee Issued Equipment - Inventory
Employee Time & Attendance System
Facilities Access Security
Maintenance-Management System Upgrade
Network and Application Security

Transit Police CAD AVL System Upgrade

Internal Audits

Absence Control - FMLA

Accrued Leave

Closed-Circuit Camera System
Customer Service Center — Tower City
ESMS ISO 14001 Conformance Audit
Facilities Access

Fare Media Inventory/Distribution
Hiring Practices

Ridership Counting

Petty Cash

Travel Reimbursement

Revenue Audits

Farebox Inventory
Fare Collection & Counting Services
Sales Agent - Accounts Receivable

Special Requests & Emerging Issues

Quarter

3,4

2,3
2,34

TBD

All

(Hours)

200
200

240

200
200

240
240

200

240
340
350
200
300
200
250
320
100
200
200

200
160
320

2000

“The chief audit executive must establish a risk-based plan to determine the priorities of the
internal audit activity, consistent with the organization’s goals” - Institute of Internal Auditing

Standards — Planning 2010.



GREATER CLEVELAND REGIONAL TRANSIT AUTHORITY
INTERNAL AUDIT DEPARTMENT QUARTERLY REPORT
APRIL 1, 2020 THROUGH JUNE 30, 2020

COVID-19 PROJECTS AND ACTIVITIES

Bus, Railcar, and Paratransit Vehicle Disinfecting Program

Purpose:

GCRTA announced the enhanced cleaning protocol in response to concerns about the
spread of the coronavirus. GCRTA staff said it would clean all touchable surfaces on
board its vehicles with a cleaning agent recommended by the Centers for Disease
Control (CDC). As of March 9, 2020, GCRTA staff sanitizes all buses, railcars, and
paratransit vehicles at least every 24 hours. The objective of the audit is to provide
assurance to management and promise made to our customers.

Scope:

Internal Audit completed a compliance and internal controls review to evaluate the
cleaning and sanitizing process, the CDC product and inventory control, and product
application per the respective manufacturers’ instructions.

We are also conducting random spot audits, weekly at each of the operating districts, to
evaluate compliance with management directives.

Results:

GCRTA staff is using CDC approved products to sanitize buses, railcars, and paratransit
vehicles at least every 24 hours. Management has an adequate supply and control of
inventory to ensure product availability. Controls are in place and working effectively to
ensure product the mix and application per the respective manufacturers’ instructions.

Internal Audit conducted weekly spot audits at each of the operating districts. These spot
audits are unannounced; we found no exceptions.

Management continues to identify new products and enhanced processes to sanitize

and disinfect touchable surfaces.

Family First Coronavirus Response Act (FFCRA)

Purpose:

The FFCRA requires the GCRTA to provide employees paid sick leave or expanded
family and medical leave for specified reasons related to COVID-19.

Under the FFCRA, an employee qualifies for expanded family leave if the employee is
caring for a child whose school or place of care is closed (or child care provider is
unavailable) for reasons related to COVID-19.



GREATER CLEVELAND REGIONAL TRANSIT AUTHORITY
INTERNAL AUDIT DEPARTMENT QUARTERLY REPORT
APRIL 1, 2020 THROUGH JUNE 30, 2020

COVID-19 PROJECTS AND ACTIVITIES

Scope:

Internal Audit will conduct a compliance audit to provide assurance eligible employees
receive the applicable benefits per the FFCRA. We included 100% of the applicants in
the scope of the audit.

Results:

Internal Audit queried the GCRTA Time & Attendance System to capture all COVID-19
employee time records during a 10-week period. Staff recalculated the compensation
paid to 393 individual employees and reconciled each amount with the payroll system
employee payments. We provided management recommended adjustments for
employee underpayments and overpayments.

We compared the amounts paid with the respective Families First Coronavirus
Response Act Leave Request Form, completed by eligible employees for compliance
with the Act. Finally, we reconciled Family Medical Leave Act employee records with the
Time & Attendance System records for compliance with the General Manager/CEQ’s
directive and the FFCRA. We provided management recommended adjustments to
correct employee accrued leave and FMLA accounts.

GCRTA Human Resources Information Systems management created, tested, and
implemented new COVID-19 pay codes in May 2020. Management is using the new pay
codes to process payroll. Internal Audit discontinued the recalculation of the employee
compensation after validating the systems processed time & attendance and payroll in
compliance with the FFCRA.

Internal Audit will support management to meet with collective bargaining unit leaders
and individual employees, as requested, to implement corrective actions. We will monitor
follow-up activities through our internal audit management system.

GCRTA Employee-lssued Computer Equipment

Purpose:

GCRTA management issued computer equipment to employees who are able to
telecommute.

Scope:

Internal Audit is conducting a 100% inventory of computer laptops, desktops, and other
devices. We will compare the inventory with management records to provide evaluate
accountability and the inventory control process. We will also compare the inventory with
the management system in place (ZenWorks) used to update software and anti-virus for
every machine.
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COVID-19 PROJECTS AND ACTIVITIES

Added Value: Management can use the information to recover equipment from the
employees.

Coronavirus Aid, Relief, and Economic Security (CARES) Act

Purpose:

The CARES Act, a bipartisan stimulus bill recently approved by the federal government,
includes $25 billion in emergency relief for public transit agencies across the country to
offset lost revenue and the extraordinary costs associated with COVID-19.

GCRTA is scheduled to receive approximately $111 million of CARES Act funding which
will address lost revenue and increased operating expenses related to COVID-19,
including:

Lost sales tax revenue

Lost fare box revenue

Purchase of cleaning supplies and personal protective equipment
Other expenses

Scope:

Internal Audit developed an audit to evaluate compliance with CARES Act.

Other Internal Audit Activities and Considerations

e Sharing COVID-19 national and local information captured from social media with
management for decision-making.

¢ Conducting assurance audits to evaluate the effectiveness of controls in place for
employee health & safety COVID-19 protocols (i.e. absence management,
completion of COVID-19 forms, return to work protocols).

e Support for management to review COVID-19 related metrics (i.e. ridership data,
absence control, revenue collection, equipment failures, and supply chain
shutdowns).

¢ Conduct audits of employee time & attendance system data for inclusion of
COVID-19 related payroll codes.

¢ Conducting audits of PCard transactions for COVID-19 related expenses.
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